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ABSTRACT. While there are many approaches to cybersecurity, it is common for those
approaches to be somewhat ad hoc or subjective. Cybersecurity needs a rigorous mathemati-
cal and engineering approach, which can be applied to address security issues, evaluate security
controls, and investigating security breaches. The current paper maps the use of engineering
and mathematical tools for cybersecurity purposes.
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APLICACION DE TECNICAS MATEMATICAS E INGENIERIA
A LA CIBERSEGURIDAD

RESUMEN. Si bien existen muchos enfoques de la ciberseguridad, es comun que esos enfo-
ques sean al menos algo ad hoc o subjetivos. La ciberseguridad necesita un riguroso enfoque
matemdtico y de ingenierfa. Esto se puede aplicar para abordar problemas de seguridad, evaluar
controles de seguridad e investigar brechas de seguridad. El documento actual mapea el uso de
herramientas de ingenierfa y matematicas con fines de ciberseguridad.

PALABRAS CLAVE: ingenieria en ciberseguridad / andlisis de ciberamenazas / modelado
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1. INTRODUCTION

Cyber-attacks are a reality of modern life. There has been a wide assortment of techniques
proposed to catalog and analyze various attacks. What is conspicuously absent from the litera-
ture is the application of engineering practices and mathematical tools to analyze cyber-attacks.
The current approach presented in this paper is to apply various engineering techniques to
cybersecurity processes. Cybersecurity analysis would be enhanced and improved by integra-
ting these methods into cybersecurity analysis. This paper proposes a general methodology for
doing that, along with a specific case study.

This is concurrent with a more general problem of lack of engineering rigor in cyberse-
curity. While the term engineering is widely used in cybersecurity, there is a noticeable lack of
actual engineering techniques in practice, and even in academic programs (Easttom, 2019).

2. REVIEW OF LITERATURE

In order to fully appreciate the currently proposed methodology, it is required that one first
examine two different subtopics in this review of the literature. The first is an examination of
existing cybersecurity modeling techniques. This provides an understanding of the current
state of cybersecurity. The second domain reviews engineering techniques for failure analysis
and mathematical tools that will later be applied to cybersecurity. As many cybersecurity
professionals will not be familiar with the engineering and mathematical techniques described
in this paper, it is necessary to provide a general overview of these methods to describe integra-

ting said techniques into cybersecurity.

Most efforts to quantify data in cybersecurity relate to quantifying the economic impact
of breaches (Dongre ez al., 2019; Gandal ez al., 2020). Studies also quantify risk (van den
Hooven, 2020) and ancillary topics such as the trade-off between security and privacy (Suo
et al., 2021). Despite these narrowly focused efforts cybersecurity is generally approached
without the benefit of quantifiable techniques and engineering rigor.

There have been attempts to apply mathematics to cybersecurity issues. As one example,
Ahmadian ez 4. (2019) applied non-Bayesian methods to evaluating cyber-attacks on power
systems. Their study, while applicable, was very narrowly focused on specific attacks executed
against specific targets. Their study did not provide a generalized method for analyzing
cyber-attacks, nor was it intended to. Furthermore, their modeling method focused on a
very narrow use of mathematics. Among the techniques they did not explore were predator-
prey dynamics. Their method did, however, illustrate the need for mathematical modeling in
cyber-attack analysis.

The current method that provides the most quantifiable data regarding cyber vulnerabi-
lities is the CVSS. The typical vulnerability scoring system (CVSS) is commonly utilized to
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categorize vulnerabilities. CVSS is an open industry standard that allows for scoring vulne-
rabilities based on severity (Allodi & Massacci, 2014). When using CVSS, there are three
groups of metrics: base, temporal, and environmental. The base group describes the basic
characteristics of the vulnerability that are not determined by time (temporal) or environ-
ment. The metrics in this group are Attack Vector, Attack Complexity, Privileges Required,
User Interaction, Scope, Confidentiality Impact, Integrity Impact, and Availability Impact
(Feutrill ez 4l., 2018).

The Attack Vector Metric can be in the following categories: Network (N), Adjacent (A),
Local (L), Physical (P). Attack Complexity can be: None (N), Low (L), and High (H). User
Interaction can be: None (N) or Required (R). The Scope metric captures whether a vulnerabi-
lity in one vulnerable component impacts resources in components beyond its security scope.
Its values can be: Unchanged (U) or Changed (C). The Impact Metrics (Confidentiality,
Availability, or Integrity) are all rated: High (H), Low (L), or None (N) (Holm & Afridi,
2015). This method is effective, but it is incomplete.

Ultimately CVSS will produce a cumulative score, a number. The first issue with CVSS is
that the scoring is still based on subjective assessments. It is up to the analyst to assign a nume-
rical value for items like confidentiality. This introduces a substantially subjective aspect to
this quantitative methodology. There have been efforts to revise CVSS (Singh & Joshi, 2016)
to integrate Bayesian statistics with CVSS (Frigault ez al., 2017). However, these attempts still
leave the basic CVSS process as being at least partially arbitrary.

CVSS is also narrowly applied to quantifying vulnerabilities. It does not provide a mecha-
nism for quantifying cybersecurity failures. Nor does it provide a means to analyze attacks
objectively. CVSS is a valuable tool, but it has a narrow application, which shows the need for
a more broad-based, engineering approach to cybersecurity.

Another approach to modeling network attacks is STRIDE: Spoofing, Tampering,
Repudiation, Information Disclosure, Denial of Service, and Elevation of Privilege (Khan ez
al.,2017). Microsoft developed STRIDE for describing security threats in six separate catego-
ries. The threats are the letters in the acronym. The concept of using this tool is to ensure that
all of the enumerated threats are modeled.

STRIDE was designed as a means of analyzing potential threats to the network. However,
it can be used to categorize a network incident (Sanfilippo ez /., 2018). Much like CVSS,
STRIDE provides ancillary benefits to network forensics. It can aid in describing the initial
breach, but that is the limit of STRIDE’s efficacy in facilitating network forensic analysis.

A model used to describe the impact of threats is the DREAD (Damage Potential,
Reproducibility, Exploitability, Affected Users, Discoverability) model. DREAD is a
mnemonic for risk rating using five categories (Naagas & Palaoag, 2018). This modeling tech-
nique assesses the likelihood of an attack is and the damage it would cause. DREAD is an



Actas del IV Congreso Internacional de Ingenieria de Sistemas

effective model for considering where to allocate resources for network defense. DREAD can
apply to a network forensics investigation to aid in evaluating the damage of a given incident
(Yaqoob ez al., 2019). Much like STRIDE and CVSS, DREAD provides a narrowly focused

ancillary tool for network forensics.

There have also been studies analyzing cybersecurity as an ecology. Dupont (2019) viewed
cybercrime from the perspective of the ecological system, both technology and human, within
which the cybercrime occurred. Mazurczyk et al. (2016) defined several related terms such as
attacker-defender ecology (ADE), cybersecurity ecology (CSE), and defenders’ ecology (DE).
Their work did provide a broad view of cyber-attacks and even incorporated Lotka-Volterra
equations, something the current study also does.

While each of the threat analysis techniques examined in this section does provide
valuable tools for cybersecurity, they all have a substantial gap. There are numerous engineering
and mathemathical tools that can and should be brought to bear on cybersecurity problmes.
There are numerous engineering and mathematical tools that can and should be brought to
bear on cybersecurity problems.

3. CURRENT METHODOLOGY

3.1 Engineering Failure Analysis

One possibility for improving the quantitative analysis in cybersecurity is to utilize existing
metrics from other engineering disciplines. There are specific metrics utilized in engineering
for failure analysis and reliability engineering. This failure analysis is typical in mechanical,
aerospace, and electrical engineering. For cybersecurity to indeed be an engineering discipline,
it should also incorporate such failure analysis. Any breach should be considered a failure of
the security controls. Whether those are technical controls or procedural/policy controls, it
is still a failure of controls. If a virus outbreak in a network, there was a failure of one or more
anti-virus controls. By quantifying the level of failure, one can quantify the efficacy of controls
and track improvement in such controls. A nascent treatment of failure analysis for cyber secu-
rity was outlined in a previous paper (Easttom, 2020) and is expanded upon here.

One of the first issues in failure mode analysis is to determine the severity of the inci-
dent. US Army MIL-STD-882 provides some guidance in classifying the severity of incidents
(Fernald, 2020). There are four categories of severity that are listed and described in Table 1.
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Table 1
MIL-STD-882 Severity Categories

Category Description Criteria

| Catastrophic Possible death, permanent total disability, financial loss
exceeding $1M, or irreversible severe environmental
damage.

Il Critical Possible permanent partial disability, injuries, or

occupational illness that may result in hospitalization
of at least three personnel, financial loss between
$200K and $1M, or reversible environmental damage.

1 Marginal Possible injury or occupational illness resulting in one
or more lost workday(s), financial loss between $10K
and$200K, or mitigatable environmental damage.

vV Negligible Possible injury orillness not resulting in a lost workday,
financial loss between $2K and $10K, or minimal
environmental.

Own elaboration

These may not apply to all cyber incidents; however, they provide a guideline for quan-
tifying the severity of an incident. One aspect of bringing engineering rigor to the field of
cybersecurity is quantifiable data. Incidents must be ranked in a quantifiable manner.

A standard method of identifying reliability in systems engineering is the Mean Squared
Deviation. The Mean Squared Deviation formula is relatively simple and provides insight into
how any system deviates from expectations (Engel, 2010). It essentially takes the square of the
errors, or deviations from the expected/desired outcomesThis is sometimes referred to as the
mean squared error (Engel, 2010; Wasson, 2015). The MSD formula is shown in equation 1.

MSD == SO =T (1)

In equation 1
yi is the actual value

T is the target value

The MSD provides a positive integer value that demonstrates how far the system has
deviated from its expected performance. This is commonly used in many engineering disci-
plines (Modarres ez al., 2016). The MSD can readily be applied to any cybersecurity control.
The smaller the MSD, the closer the systems function is to its intended purpose. This is
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commonly used in many engineering disciplines. This provides the cybersecurity team with
quantifiable objectives: reducing the MSD for cybersecurity controls.

Related to the MPD is the Mean Percentage Error (MPE) formula. The MPE is the
arithmetic mean of modeling, testing, or actual usage (Beynon-Davies, 2016). This metric
compares expected values to actual values and calculates mean error. An error is defined as any
deviation from the planned or expected value. This is critical in modeling as it can be used to
evaluate the efficacy of the model itself. The MPE formula is shown in equation 2.

100% <~ at — fi
MPE =
— >

=1 ag (2)

Where:
n = is the number of different times for which the variable is forecast.

at is the actual value of the quantity being forecast

ft is the forecast.

Essentially this metric describes the difference between expected values and the actual
value. This is an excellent metric for evaluating the efficacy of any security control. It can be
applied to IDS/IPS, anti-virus, and even computer security policies.

Other failure metrics can be utilized to test the efficacy of any cyber defense techno-
logy. Statistical tools can be handy in this regard. On such test is the Kruskal-Wallis test. The
Kruskal-Wallis test is a non-parametric test that compares two or more independent samples.
The Kruskal-Wallis test is essentially a non-parametric version of the ANOVA test. Unlike the
ANOVA, the Kruskal-Wallis test does not assume a normal distribution of the data set. This
test is often used to test the correlation between two or more data sets that may not even have
the same number of elements. The formula is shown in equation 3.

>0 ni(Fi —7)?
L 2 (ryy — 7)? (3)

H=(N-1)

N {\displaystyle N}N is the total number of observations across all groups
g is the number of groups

n; is the number of observations in group i.
rj is the rank (among all observations) of observation j from group i.

1 7ii :
r;. = —— is the average rank of all observations in group 2
n;

T = %(N + 1) is the average of all the 7;;.
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Each of the three preceding mathematical tools (i.e., MSD, MPE, and Kruskal-Wallis)
provides a means of quantifying the efficacy of cybersecurity measures. These tools provide a
means of evaluating defensive modalities that has a mathematical rigor currently not frequently

seen in cybersecurity.

Failure mode analysis is another tool from engineering that can be applied to cyberse-
curity. Any given breach either is a failure or causes failures. For example, a virus outbreak
might cause network failure or operating system failure. The concept in traditional failure
analysis is to examine as many components and subsystems as are practical in order to identify
failure modes (Franklin, et al., 2012). Then the causes and effects of these failure modes can be
analyzed. There are subtypes of Failure Mode and Effects Analysis (FMEA), such as functional
failure mode and effects analysis or process failure mode and effects analysis. Failure Mode and
Effects Analysis has several critical terms (Modarres et al., 2016):

e  Failure Cause: This is what you are seeking, the ultimate cause of the failure. Why did
the system fail? This may not always be the proximate cause or the apparent cause.

e  Failure Mode: This is a description of what failed. In every engineering discipline, a
complete description of the failure is critical to understanding why it failed.

o  Failure Effect: This is the most apparent part of FMEA; what is the effect of the failure.
For example, failure of coolant in a Nuclear Reactor could lead to more severe effects.

o  Failure Severity: This is tightly coordinated with the failure effect. What is the seve-
rity of the failure, or put more simply, how bad was the failure?

Irrespective of the particular FMEA approach taken, the preceding four terms/concepts
will substantially be important. Ishikawa diagrams (Chokkalingam, et al., 2016) are a
commonly used engineering tool in FMEA. These are sometimes called fish diagrams because
the defect is the fish’s head, and the issues leading to the defect are branches or fish bones
(Liliana, 2016). A generic example of how to create an Ishikawa diagram is shown in figure 1.

Machine Method Material
\ \ Problem/Failure

Man/Mind Powe Measurement

Figure 1. Ishikawa Diagram

Own elaboration
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The Ishikawa diagram is a standard tool in root cause analysis. The major problem is traced
back through a series of contributing factors that facilitated the problem. Some of these may be
necessary components of the system or processes. However, the key is to identify those issues that
can be eliminated or remediated. This can only be accomplished with root cause analysis.

FMEA is closely related to Failure Mode Effects and Criticality Analysis (FMECA).
FMECA extends FMEA by including criticality analysis. How severe are the effects of failure
modes? Types of failures include complete systems failures, degraded operation, and no imme-
diate effect. Severity is divided into categories such as I Catastrophic; II Critical; III Marginal;
IV Negligible. Failures are also ranked by probability. They can be A Frequent; B Probable; C
Occasional; D Remote; E Improbable.

Related to root cause analysis with Ishikawa diagrams is the use of the issues tree. This
is a breakdown of questions that are used to dissect the failure. The questions should follow

four rules:
1. Each question will answer a “how” or a ‘why” question.
2. The process begins with a critical question and progresses left to right.
3. Any branches should be mutually exclusive and collectively exhaustive (MECE)
4. The breakdown should be insightful.

Consider applying this process to a virus outbreak. One would have a series of questions
starting with what is shown in Table 2:

Table 2
Failure Analysis and Virus Outbreaks

How did the virus ~ Answer Was this in Answer Yes Is there a lack of
getinto downloaded violation of policy policy education?

the network Answer No Why is there no

policy against
this?
Answer email Was this in Answer Yes Is there a lack of
attachment violation of policy policy education?

Answer No Why is there no
policy against
this?

Answer USB drive Was this in Answer Yes Is there a lack of
violation of policy policy education?

Answer No Why is there no
policy against
this?

Own elaboration
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As can be seen, each question provides an answer which leads to the next question. This
provides a rigorous process of proceeding from one question to the next to determine the root
cause of a specific issue. Root cause analysis facilitates more effective remediation of cyberse-
curity issues.

3.2 Lotka-Volterra Equations

In addition to applying engineering failure methods, mathematical techniques from biology
can be applied to cybersecurity. Biologists frequently analyze predator-prey relationships,
population changes, and similar issues. It is quite natural to consider applying these robust
mathematical tools to cybersecurity. The Lotka—Volterra equations describe predator-prey
dynamics in biological systems (Momeni et al,, 2017). Cybercrime is also a predator-prey rela-
tionship. Whether the issue is phishing scams, malware distribution, or online child predators,
the situation is similar to what is found in biology. A particular predatory is secking a specific
prey. Mazurczyk et al. (2016) applied Lotka-Volterra equations to understanding cyber crimi-
nals’ operations within the cyber ecosystem. The application of Lotka-Volterra to online
predators was briefly introduced in a previous paper and is expanded upon here (Easttom,
2021). The Lotka-Volterra equations are first-order, nonlinear differential equations. Thus,
they should be understandable to most engineering students, even at the undergraduate level.
The basic formula is shown in equation 4.

dx _

E =X X — ,Bxy, (4)
dy _

w0y -y,

In equation 4, the x is the number of prey, the I is the number of a particular predator,
t represents time, and a, (, v, 0 are positive real parameters describing the interaction of the
two species (Elsadany & Matouk, 2015). The differentials represent the instantancous growth
rates of the two populations. The Lotka-Volterra equations have been expounded upon
leading to competitive Lotka-Volterra equations and Generalized Lotka-Volterra equations
(Vaidyanathan, 2015). Competitive Lotka—Volterra equations are used to study two or more
species competing for a shared resource (Nguyen & Yin, 2017). This model begins with the
logical population model often used in ecology. This model is shown in equation 5.
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In equation 5, x is the size of the population at a particular time, 7 is inherent per-capita
growth rate, and K is the carrying capacity. Given two populations labelled x/ and x2, the
competitive Lotka Volterra model is depicted in equation 6.

ﬂ—rm (1_(931+a12w2)
a ! K,

dzy 1- (2 + anx (6)
a2 K,

In equation 6, 212 represents the effect species two has on the population of species one
and 21 represents the effect species one has on the population of species two.

The Lotka-Volterra equations, and their variations, lead naturally to the concept of
mutualism (Tang, 2021). In biology, Holland ez a/. (2015) explain that mutualism describes
the interaction between two or more species wherein each species derives some benefit. An
obvious example is a relationship between bees and the flowers they pollinate. However,
mutualism must not be conflated with cooperation (Epstein, 2018). Mutualism need not be
intentional, nor something both species engage in voluntarily (Klipp ez /., 2016). In a preda-
tory-prey dynamic, the prey certainly does not willingly engage in the relationship. However,
while the prey species provides sustenance for the predator, the predator provides population
control for the prey species (Holland ez al., 2002).

3.3 Lanchester’s Laws

Lanchester’s laws are related to the previously described Lotka-Volterra equations. However,
rather than describing predator-prey relationships, these equations describe calculating the
relative strengths of military forces (Kress, 2020). In addition to human military combat, it
has been shown that these laws are applicable to animal combat (Clifton, 2020).

The basic mathematics is not particularly difficult. Lanchester’s square law is shown in

equation 7.
dA_ .
dt B
B (7)
2 x4
d¢

If @=0, meaning the two sides have equal firepower, the side with more soldiers at the
beginning of the battle will win.

If A=B, meaning the two sides have equal numbers of soldiers, the side with greater fire-
power will win.

If A>B and a>, then Red will win, while if A<B and a<f, Blue will win.
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If A>B but a<f, or A<B but a>f, the winning side will depend on whether the ratio of
B/a is greater or less than the square of the ratio of A/B.

These laws have been validated by applying them to historical battles. Hyeon & Aurelia
(2020) applied these laws to the use cloud computing by militaries. It should be a relatively
obvious application to use these equations to describe the ‘battle’ between cyber attackers and
cyber defenders. This is particularly applicable to nation state cyber conflicts. More impor-
tantly, the Lanchester’s laws illustrate another modality of the application of mathematics to
cybersecurity.

3.4 Nicholson-Bailey model

The Nicholson—Bailey model was developed for studying population dynamics in parasite-host
systems (Sarif Hassan et al., 2018). This model utilizes differential equations to understand the
population growth in a host-parasite population (Jamieson & Reis, 2018). This is particu-
larly applicable to cybercrime, as the cybercriminal can accurately be viewed as a parasite on
the host population of legitimate internet users. The model is often expressed concerning to
discrete-time as follows in equation 8.

Hy.y = kHe P
_ (8)
Pt+l e CH: (I - e a'P'E)

The value H represents the host population, and P represents the parasite population.
The £ value is the rate of reproduction for the host, and a is the efficiency of searching by the
parasite. Finally, ¢ is the average number of viable eggs the parasite lays in a given host. The
value is the probability that the host will survive P predators. Conversely, 1- is the probability
the host will not survive. Clearly, this model requires some modification to be applicable to
cybercrimes. The parasite in a cybercrime does not ‘lay eggs’ in the host. However with some
minor modifications, the concept is still applicable to at least some cybercrimes.

4. CONCLUSIONS

This paper introduces engineering failure analysis along with population biology dynamics
to cybersecurity. While other engineering and mathematical tools that could be ported to
cybersecurity, the tools presented in this paper are relatively easy to implement and derive
immediate use from them. As the profession of cybersecurity matures, it will be imperative to
incorporate rigorous engineering techniques and mathematical tools. This will allow the field
of cybersecurity to progress from a subjective art to an objective engineering discipline.
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